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1. IPPBX Access

1.1 How to access IPPBX if | forget the IP of WAN?

1) If your IPPBX model is IP02/IP08/IP2G4A/IP4G, you can try to login IPPBX via LAN, then check the IP of
WAN.

The default IP of LAN is 192.168.10.1/255.255.255.0, and WAN is 192.168.1.100/255.255.255.0.
2) You can login IPPBX via WAN with its failover IP

The failover IP of WAN is 172.31.0.254/255.255.0.0, please set the IP of your PC to 172.31.xx.xx/255.255.0.0,
then connect IPPBX via WAN.

1.2 How to do hardware reset?
If your IPPBX comes with firmware V1.4.0 or higher version, then it supports hardware reset.

There is a little bottom besides power slot in IPPBX, long press it until the SYS LED light, then let it go. The box
will be reseted to factory default settings.

2. Upgrade

2.1 How to upgrade IPPBX from V1.4.0/\V2.0 to latest firmware V3.0?
Please use Firefox and choose TFTP way.

1) Download Kernel and Application for IPPBX
Kernel for IPO1: ulmage_IP01.crc

http://www.atcom.cn/cn/download/pbx/ip01/ulmage [P01.crc
Kernel for IP02/IP04/1P08: ulmage.crc

http://www.atcom.cn/cn/download/pbx/ip02/ulmage.crc
Kernel for IP2G4A/IP4G:ulmage_IP2G4A.crc

http://www.atcom.cn/cn/download/pbx/ip2g4a/ulmage |IP2G4A.crc

IP01/IP02 and IP04/1P08/IP2G4A/IP4G use different applications:
IPO1/IP02: http://www.atcom.cn/cn/download/pbx/ip01/IP01-V3.0.crc
IPO4/IP08/IP2G4A/IPAG: http://www.atcom.cn/cn/download/pbx/ip04/IP04-V3.0.crc

2) Set TFTP server: Choose firmware uploading directory as tftp server base directory.
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Server interface |-|92_1 E&1.156

> Tftpd32 by Ph. Jounin

Tftp Server I Tftp Client I DHCF zerver | Syslog server

peer | fil

- Tftpd32: directory

201312-9 7615529

l

1POTA3.0,crgy

ulmage_[FO1
ulmage_[FOT cre

20131243 6706325
201312-3 B70701
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Copy |

Explorer |

Ahout |

System Status PBX Settings Network Settings System Settings

Firmware Upgrade

Note: If you select the http mode when upgrading kernel, the config will be erased automatically!

Reports Logout

Alta Pr

Image Type : OAppIication ® Kermel

Reset Config : F

ulmage_IPO1 cro o

OHntP @TFTP

Server: 192.168.1.136 File

Da e Upgrade Method :

System Status PBX Settings Network Settings System Settings

Firmware Upgrade

Note: If you select the http mode when upgrading kernel, the config will be erased automatically!

Reports Logout

Image Tipe : ® application O Kernel
Uparade Methaod : OHTTP ®TFTP Reset Canfig : F
5) Check firmware version.
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System Status PBX Settings Network Settings System Settings Reports Logout

General

Froduct Maodel IPO1 Application Version Va0

kernel version : Y3.0 System Up Time 0 days 0 hours O minutes 24 seconds
Systern Current Time : Tue Dec 10191206 2013

Network WAN Primary DNS : 5.28.8

WAN Connection Type STATIC WAN Secondary DME g.0.4.4

WAR Mac Address 80:82:87:00:09:CB WWAN Gateway 192.168.1.254
WA P Address 192.168.1.159

WA Subnet Mask 255.255.255.0

Peripheral

Fort1: unplugged

NOTE: New firmware has problem in compatible with old firmware at the outbound route part, please delete
outbound routes and recreate them.

3. Call Management

3.1 When a user is in two or three different Outbound Route groups, in what order the rules
are applied?
There shouldn’t be order since all the outbound routes shouldn’t be conflict. Pattern in outbound route is like

number filter, when you make a call, there should be one exact outbound route matches what you dial.
For example:

Outbound route 1:
Pattern: 00.
Outbound route 2:
Pattern: 0Z.

* Z means any digit in 1-9, . (dot) means any digits or characters (*,#)

When you dial 001234567, then PBX will forward the call via trunk selected in outbound 1, and that in outbound 2
if 011234567 is dialed. So you need to distinguish the outbound routes manually in order that PBX can distinguish
them.

If you set pattern to 0X. in outbound 2 (X means any digit in 0-9), when 001234567 is dialed, the call should be
forwarded out also through trunks in outbound route 1, since 00. matches the dialed number precisely, if there are
two outbound routes with more ambiguous patterns, PBX may choose one randomly.
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3.2 How to resolve one-way audio issue?

If your IPPBX is behind router, there is always one-way audio issue.

1) Please port forward below ports on your router first:

SIP: 5060 (UDP), if you use others port/transports for SIP, port forward that port.

RTP:10000~20000 (UDP)

2) Then choose either below NAT solution.

o

Set STUN, just setting STUN server / port is OK.

There are many public STUN servers on Internet: http://www.voip-info.org/wiki/view/STUN

NAT

Enahle STUN :

STUN Server |stun sipgate net | STUM Port; 110000 |
External IP Address | | External Host | |
External Refresh Interval : | | MAT Mode | v|
Lacal Network Identification : | | Allow RTP Reinvite ©  no v

b. Set NAT

NAT

Enable 5TUN : [

STUMN Server | | STUN Part: | |
External IP Address | | External Host |a1corrrtest.f3322.nrg |
External Refresh Interval |1D | MAT Mode : |yes v|
Lacal Network Identification :  [192.168.10/255.225.255 Allow RTP Reinvite ©  nonat v|

External IP address

If you have fixed public IP for your router, fill it in here.

External Host

Otherwise, you need to apply for a DDNS, and fill it in here.

External Refresh Interval

How often to refresh External Host if used.
NAT Mode

Yes

Local Network identification

Your local network, format: sub-network/netmask.

Allow RTP Reinvite
nonat.

3.2 How to set IVR?
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1) Record Custom Prompts
2) SetIVR like below

Trunks

Inbound Routes
IVR Name : 6580 IVR Number : BE30
Outbound Routes
Key Timeout : Repeat Count : times
Feat - . o
Prompt: |he||o-world v| EsieE B 1. Record a greeting, ask caller to dial some digits.
IR =
Oalow Dialing of Other Extensions 2. choose it here, FBY will play it for Repeat Count times, and wait Key Timeout seconds
each time
Hurit/Ri
Press 0 to trigger : Extension v oo v]
4 3. Set Key Fre=zz Ewent
Press 1 to tiigger : Extension v g1 ] p
O Press 2 to trigger : | V| | v|

3.3 How to record your custom unavailable/busy/temp greetings for voicemail?

Please dial into your mailbox and operate according to the IVR prompts, the call flow should be:

Dial *2(default setting) ->0 Mailbox options ->1 Record your unavailable message

->2 Record your busy message

->3 Record your name

->4 Manage your temporary recording

3.4 How to make video calls?

1) Make sure the Video Support on PBX Settings -> SIP Settings is set to yes

Logout

Inbound Routes Registration/Subscription Time hax: RTF Part bin :

Outbound Routes RTF Port Max

Feature Codes RegistrationfSubscription Time Min

Wideo Suppart ;

=

=3 v ‘

2) Select video code for the extension
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Advance Configuration

SIP Settings

NAT : [ Can Reinvite : [ DTMF Made :
Preferred Codec:

First |a-|aw v| Second |u—|aw v| Third : |H253p v|

Fourth : |H253 V| Fifth : |N-:ne V| Sixth |N-:ne V|

3) Select the same video code on the IP phone

Settings — Codecs

Choose Setting Category

[#- 5P Accaunts
= Media
- General
- Audio
= Viden
. General
= Adv

[+ System

[+ User Interface
- Diagriostics

- License Key

Disabled Codecs

H.263++ CIF 190 kbps Enh
H.263++ CIF 350 kbps Enh
H.263++ CIF 512 kbps Enh
H.263++ QCIF 128 kbps Enh
H.263++ QCIF 64 kbps
H.263++ QCIF 80 kbps Enh

Options

kKeyframe transmission rake

Enabled Codecs

. Basic H.263
. Basic H.263 (1.1 Yersion)

i
W
(MU RNl —

one Frame every ko seconds

W

L_enh

J [ Revert ] [ Ik

J[ Cancel J

3.5 What analog module is used for?

There are 3 kinds of modules:
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FXO: is used to connect PSTN
FXS: is used to connect Analog phone
GSM: is used to connect GSM network, a special kind of FXO, can be used in IP2G4A/IP4G

LED for corresponding Ports:

If FXO module is detected: light red

If FXS module is detected: light yellow
If GSM module is detected: light red

Make sure the modules are installed and detected before you use them, detailed WEB configuration can be found

in user manual of each product.

3.6 How to check call recordings?

1. There are two ways to record calls.
1) One touch record

You need to enable Call Recording in PBX Settings -> Feature Codes first and then dial Call Recording code to

begin recording after a beep sound while in a call, and dial the same code again to stop recording.

atcom|

System Status PBX Settings Network Settings System Settings Reports Logout

Tiinks Micall Recording il 0 [ checking vaicemail 0
Inbaund R

M atended Transter 2 | @ [ Blind Transfar ! ]
Outhound Ro

Ooroupcalpickun [« | @ Ooirectcal Pickup [« | @

Clintercom L]0

2) Automatic Call Record

Enable call recording in PBX Settings -> Extensions for an extension, all the calls made by this extension will be
recorded automatically.

Other Options

Pickup Group : |'J v | o O call Waiting @ Ring Out: 0 Use YWeb Interface @

Storage Quota Privilege : 0 Cono @ Call Recording (! ]

Advance Configuration

Enable call recording in PBX settings -> Trunks for a trunk, all incoming & outgoing calls through this trunk will be
recorded automatically.
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Svstem Status PBX Settinos Network Settinos Svstem Settinas Renorts Logout

Trunks General

Inbound Routes

Trunk Name : FrOd o Volume Setting : o

Clutbound Routes

Busy Detection

Busy Detection : i Busy Counts : @
Answer on Polarity Switch : o
Busy Frequency :

Hangup on Polarity Switch : [ 1]

Frequency Detection : (1]

Busy Pattern :

g T
< < <

Advance Options

Caller ID Start : L! ] Caller ID Signaling : L1 ]

‘ Ocan Recor(lingo ‘

2. There are two ways to check call recordings.

1) Extension user can login its personal web portal to check his call recordings

Caller D Time Duration Operation
1 B010 20131211 14:03:39 18 [Dowmload | [Delete |
2 8101 2013-12-11 140057 13 [Download | [Delete |
< i ]l
4 4 | Pagel |of1 | kB Bl LD Displaying 1 to 2 of 2 iterns

2) record user can login IPPBX with username/password: record/the_password_of_admin to check all
recordings.
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ATCOM PBX Login

3.7 How to set voicemail to email?

1) The voicemail2email needs a real email account as the sender, please configure it in PBX Settings -->SMTP
Settings on the Web, make sure the SMTP server and Port is right. Some SMTP servers may require SSL/TLS
support, I.LE. Gmail.

System Status PBX Settings Network Settings System Settings Reports Logout
Email Address o Fasswoard o
Min Messages Time : o Max Messages Time : o
Max Messages o Say CID : o
Say Duration : o Envelope Mo W o
Review: 0 Delete Message After Motification: 0
sk caller to Dial 5 @
send secUre message to server o

2) Enable the voicemail for user and specify the Email Address as receiver
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Type : SIPA&K v|@ Name : L! ] Caller ID : 8O0 1]
Extension : G006 o Password : 2006 o

Sip Settings

NaT: O @ Can Reinvite : (] @ DTMF Mode : 0

Transport : ~| @ OIsIP qualify (1]

Voice Mail

[ Enable Voice Mail @ Voice Mail Access PIN Code : o

Mail Setting

Enable Sending Voice Mail @@ Email Address : 0

3.8 How to set FAX to email?

=

Please set SMTP settings and Email Address first as previous chapter do.

N

Inbound Route Settings.

1) Forward to FAX always.

Set Destination Type to Faxes, Destination to an Extension Number.

If the extension is a VoIP extension, the FAX will be send to the Email Address configured for that extension.
If it's a FXS extension, PBX will dial the FXS extension directly, usually, the FXS port will be connected with
an FAX machine.

Destination Type : Faxes v| Destination : BOO0CSIPAL) v]

Fax Detection

Destination : |Nu:u Dietect v | | W |

2) Fax Detection.

Destination Type : |Ring Group v| Destination : |EEI:||:| v|

Fax Detection

Destination : |Cu31u:um Emil W | |b1y@atu:u:umemail.u:u:um |
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When Destination Type is other functions, IVR, Ringgroup, etc, you can enable Fax Detection to detect the FAX,
If a incoming call is a FAX call, PBX will send it to custom email box or email box according to the extensions or
FAX machine directly.

4. How to secure your IPPBX?

4.1 Put IPPBX behind your firewall

51.1 Open SIP port & RTP port only to the outside world
It is dangerous to open accessible port to the outside world, for example SSH (TCP :22), WEB (TCP: 80/443)

It is recommend to open SIP port (UDP: 5060) and RTP port (UDP: 10000-20000) only for SIP communication
with the outside world.

512 Change SIP port

Since it's impossible to access your IPPBX, hacker may try to register your IPPBX by guessing your extension
number and password.Due to 5060 is a well known ports, it's more possible to be attacked, you can change it to
5061,5062, 5500,80 and so on.

Please go to PBX Settings -> SIP Settings option on the Web to change it.

System Status PBX Settings Network Settings System Settings

Reports Logout

Trunks ‘UDP Port: Enable TP TCPPort: [5086 | |
Inbound Routes Registration/Subscription Time Max RTP Paort Min :
Outbound Routes (R (ot s - Ol s .
Feature Codes RegistrationfSubscription Time hin : Video Suppoart yes ~
VR NAT
Hunt/Ring Graup Enakle 5TUN: [

STUN Server : STUN Part:
Callback External IP Address : |:| External Host:
Paging/lntercom External Refresh Interval © FAT Mode ves v
Time Intervals Local Netwark Identification Allow RTP Reinwite :

4.2 Set strong password for Extension

It is possible for intruders to send to your system over 40 authentication requests per second by using a rolling
number generator and a database of common words. A strong password should be a mixture of upper and lower
characters and numbers.

4.3 Set IP Restriction
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Enable it to permit trusted IP/network register to this extension number. This is an useful way to improve the
security of IPPBX.
Go to PBX settings -> Extensions -> Edit an extension -> Advanced Configuration

Enahble IP Restriction

Permitted Rule 1 : |:.1BE=.1 .1554‘255.255.255.D| (ip address/subnet mask)

Permitted Rule 2 : | |(ip addressfsubnet mask)
Fermitted Rule 3 : | |(ip address/subnet mask)
Permitted Rule 4 : | |(ip address/zubnet mask)

<

Set trusted IP: xx.xx.xx.xx/255.255.255.255, for example: 192.168.1.156/255.255.255.255
Set trusted network: xx.xx.xx.xx/subnet mask, for example: 192.168.1.156/255.255.255.0

4.4 Set password for Trunk
The hacker usually use your analog/VolP trunk to make expensive international calls after register to your IPPBX

successfully. It's an effective way to secure your account balance to set password for outbound routes.

DRY Satinac hlahaork Satinoc n o Logout

Inbaund Routes
Cuthound Route Name :
Cuthound Routes
This place will be replaced....
Feature Codes
IR Dial Pattern : Strip digits from front
Hunt/Ring Graup Prepend these digits : |:| before dialing
-------- [ Passwora: o |

4.5 Enable Firewall on IPPBX
Common Rule: Accept/Drop the connections from remote hosts.
Auto Defense: Limit connections from remote hosts.

SIP Defense: Limit connections to SIP port from remote hosts.
Example:
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Firewall setting

Enable Firewall

Common Rule

Mew Rule

Action Hame Protocol P Mac Address Port Operation
1 |ACCEPT SIFlocal LDP 192.168.1.0/255 255.254.0 5060:5063 Edit Delete
2 |ACCEPT SIPprovider | UDF 216.207.245 47§255 255 255 255 5060:5063 Edit Delete
3 |DROP drapothers | UDP S060:5063 Edit Delete

Auto Defense

Mew Rule
Port Protocol Rate Operation
1 |80 TCP a0 Edit Delete
SIP Defense
Mew Rule
SIP Packets Time in Seconds Operation
1 | 200 1 Edit Delete

Other Options

O bisable Fing Ol orop A

5. Others

5.1 Why IP phone do not register unless a cold reset after a reboot of the IPPBX?
Every SIP client has its own register expiration, normally, it's 3600s which means it will register to SIP server once

an hour.

After PBX reboot, all the registry information is lost, PBX will think of that IP phone is unavailable until IP phone
register again when the register expiration is reach.

You can set register expiration to a shorter time, like 60s. (register every minute, however this will occupy some
network bandwidth)
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System Status £ Account / Account 1 admin
I etwork -2
Account 23
SIP
[ Accoont |
Fhane Setting ¥ User ID: |6002 | Password : |.... |
Update E-3
SIP Server : [192. 168. 1. 160 | SIP Port: 5070 |
Fhone Book -2
Use Outhound Proxy : Ho
Call Log ¥
COuthound Proxy Senver @ | | Chithound Proxy Port : |EDGD |
,Registel Expires : |ED | Subscribe Expires : |3600 |
Transport Type : SIP 100Rel Require : No v

5.2 How to remove the echo on analog trunk?
Decreasing the FXO gain and reboot the box can reduce the echo, generally, the high of the volume, the more of

the echo.

System Status PBX Settings Network Settings System Settings Reports Logout

Trunks

Outhound Ro
Trunk Name : o Volume Setting : 60%]

10%
20%
30%

(i <

Busy Detection

40%
Busy Detection : @ Ves v Busy Counts : j— v v
n
Hangup on Polarity Switch : (1] Answer on Polarity Switch : (1]
-~ | - _ 1
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